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Abstract: We consider safety mechanisms for mobile code, especially Model-Carrying Code (MCC) 

approach.  We find that in many cases the MCC approach is superior over Proof-Carrying Code (PCC), since 
in many contexts the code safety deals with quantity and other dynamic issues, and proving such properties 
in general with static PCC is not possible.  For example, in mobile phone context, one can prove with PCC 
that no SMS messages are sent, but in general it is impossible to prove with PCC that at most x SMS 
messages are sent.  Guarding such properties at runtime with MCC is possible. We study mobile code safety 
requirements in workstation, web, mobile  phone, and digital TV contexts by considering various use cases. 
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1. INTRODUCTION 
Since the impact of different mobile applications has significantly grown during the 

last few years, there is a remarkable need for efficient code-checking methods that make 
code consumers able to verify correctness and security of mobile code. Basically, there 
are two approaches to become convicted about mobile code security. One is dictating the 
security level based on the origin of code (i.e. location and code signers), and the other is 
inspecting the code behaviour. In this paper, only the latter approach is a subject of 
interest. 

A traditional well-known technique for evaluating the mobile code behaviour is called 
Proof-Carrying Code (PCC) [2]. In this technique, a code consumer defines a set of rules 
that determine how untrusted code is allowed to behave. These rules are called safety 
policy. A code producer is required to provide a formal safety proof, which certifies that the 
code complies with certain safety properties.  Further, the validity of the proof is checked 
by the code consumer, and this is done by using a simple and fast proof validator. After 
validation and checking that the proved properties comply with the security policy, the 
execution of the code is considered to be safe. 

Model-Carrying Code (MCC) [7] is a newer technique that considers more flexible 
framework for safe execution of an untrusted application on a client machine. MCC 
extends PCC with dynamic access rights, and also softens the strict proof presentation 
required from the code providers by allowing code consumers to prevent policy violations 
at runtime.  Dynamic access right in the MCC context means that such a right can be 
added or removed during runtime based on the history of formerly performed operations. 
The idea of MCC is described in Section 2. 

This paper aims to evaluate the need to define and check the access rights of code 
dynamically in environments where one is executing mobile code. Unlike MCC, PCC only 
provides static checking that is actually an efficient and fast method to evaluate code when 
it is applicable. Retaining and evaluating history of runtime operations makes dynamic 
checking slower and more troublesome. Therefore, PCC is obviously a faster choice than 
MCC. 

In the other hand, although static checking works well in many contexts (e.g. memory 
safety), it cannot be applied everywhere. There seems to be certain issues that require 
dynamic observation. For instance, managing the quantity of resources granted to a 
customer in certain circumstances and accounting repeats of an operation with a restricted 
number are obviously impossible to be done based on static checking. 

In Section 3, an effort is done to find out what kind of needs there are for MCC type of 
dynamic access rights in different contexts. The need is evaluated in workstation, web, 
mobile phone, and digital TV contexts.  From these contexts we expose some practical 
operation-rights sequences (i.e. use cases), in which a need for the dynamic checking is 
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considered beneficial.  In addition, the manner of MCC to present dynamic rights chains is 
evaluated, and simplifying the MCC state automata is suggested. 

Related work. The idea to provide the proof concerning security of the behavior of 
mobile code together with the program is presented by Necula in his article [2]. However, 
proof-carrying code only makes it possible to check static features of mobile code.  The 
idea of Proof-Carrying Code is later extended to consider dynamic features of programs in 
Model-Carrying Code (MCC) [6,7].  MCC uses Finite State Automata (FSA) based policy 
language, Extended Finite State Automata (EFSA), for specifying, monitoring and 
enforcing security behavior. Using automata to describe security policies is researched in 
[4,5,8,10]. 

 
2. MODEL-CARRYING CODE AND DYNAMIC RIGHTS 
 Model-Carrying Code (MCC) is a quite new approach for ensuring the safe 

execution of mobile code, and for validating the expressed model (i.e. a description of the 
behaviour of code) of mobile code against the code. MCC suggests that properties of the 
model can be supervised at execution time, and supplements traditional safety practices 
[3] by describing a model that could express all execution time properties of mobile code, 
and a mechanism that would allow the model to be checked against the policies of the 
code consumers. It essentially defines the relevant access rights of code dynamically. A 
dynamic right is a right that is admitted based on the event history in an execution phase. 

For making the dynamic definition of rights possible, MCC provides a framework that 
enables cooperation between a code producer and a code consumer. This cooperation 
has two requirements: Execution of code must 1)apply consumer policies and 2) take into 
account the access needs of the program. MCC meets these requirements by providing a 
mechanism for expressing security policies of consumers, and for checking the needs of 
code producers against the policies. Section 2.1 presents the MCC framework. 

The policies can be expressed using Extended Finite State Automata (EFSA), since 
dynamic rights are related to event chains. In MCC [6,7], Behaviour Monitoring 
Specification Language (BMSL) [7,9,11] is used to express EFSA-based policies. The 
language is shortly discussed in Section 2.2. 

 
2.1 MCC Framework 
MCC framework consists of a producer side and a consumer side. First of all, the 

producer extracts a model that includes all aspects pertaining to security from the 
observed code. This extraction phase is considered to be (at least partially) automated. 
After being extracted, the model is sent with the code to the consumer that can check it 
against the policy before the code is executed. If there are no policy violations, the model 
can decidedly be verified. In the other case, the user is informed about the violations, and 
the user makes the decision either to adjust the policies to agree with the requirements of 
the code or not to execute the code. 

Finally, when the model has been verified, the execution of the code can be started.  
However, verifying model does not guarantee that the model exposes all security related 
aspects of the code, since some code producers could e.g. try to cheat code consumers to 
execute malicious code by providing a false model. Therefore, MCC supplements model 
verification with model enforcement that means monitoring the behaviour of code during 
execution and ensuring that it complies with the model.  Proving that the code actually 
conforms the model can be used as an alternative to the model enforcement. 

 
2.2. Security Policy Language 
Since dynamic rights are based on event history, EFSA is a natural way to express 

security policies in MCC. It extends standard Finite State Automata (FSA) by attaching a 
finite set of state variables to each state. For instance, when a file is created, the writing 
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permission can be automatically admitted to the creator. In this case, the file descriptor is 
simply remembered by the extended automaton and later compared to the argument of a 
write operation. 

Here, event history refers to a sequence of events, and policies are used for 
controlling access to resources and the usage of resources. In MCC, security policies can 
additionally take into account history-sensitive issues. History-sensitivity means that a 
permission to cause an event can be admitted based on the event history. Events cannot 
take place without proper rights. 

MCC uses BMSL to describe EFSA-based policies. These policies can contain 
states, start and final states, and transition rules. The relationship between BMSL and 
regular expressions is exactly the same as between EFSA and FSA, since BMSL 
descriptions use regular expressions extended with state variables. In MCC, e.g. a system 
call can be considered as an event, and a pattern describes a way to combine events (i.e. 
event occurrence, alternation, sequencing, repetition, or negation. 

 
3. ANALYSIS OF CONTEXTS 
Although the idea to define rights of resource users seems to be interesting, only few 

examples about their usability are presented so far [4,7].  The most typical example deals 
with a dynamic permission to write a file. This permission based on the event history could 
be automatically given if the resource user is identified to be the same as the file creator. 

Since there are no more examples, we are forced to ask if the quite heavy 
mechanism of MCC to define rights dynamically is really worth of it. However, if the 
dynamic permissions are found beneficial, MCC appears to be an interesting choice to 
evaluate the behaviour of mobile code. For instance, it could probably be applied in the 
contexts of web, mobile phones, and digital TV. In this section, we aim to search and list 
use cases for dynamic rights in different contexts and execution environments. 

 
3.1 Workstation context 
MCC is traditionally primarily presented in workstation context. Here, we find different 

resource groups that can be permitted for a user: These groups consist of processes, files 
and directories (memory), and inter-process/application and communication (sockets).  
The following use cases describe how permission could be dynamically admitted to these 
resources. 

Processes.  When a user creates a process, rights to halt the process, check its 
attributes, and a limited right to change the attributes (e.g. the process priority can only be 
decreased) could be dynamically admitted to the user. In addition, there can be dynamic 
handling of number information. For instance, only a limited number of processes or 
threads may be allowed to be created by a user. 

Files and directories.  If a user creates a file, rights to read and write to the file, and a 
limited right to change the attributes of the file could be dynamically admitted to the user. 
The user could also receive the right to rename the file. However, if the other rights are 
admitted based on the file name, they should be re-addressed after renaming the file. 

There can be also numerical limitations concerning the file management done by a 
user. For instance, the number and size of files created by a user can be limited. 
Accounting the information of these issues requires dynamic handling. 

Also management of directories have at least some use cases, in which to utilize 
dynamic rights. For instance, in certain cases, it would be possible to admit full rights to 
the directory and files in the directory to the user that created the directory. In addition, the 
right to change permissions of other users to these files could probably be admitted to the 
user. 

Sockets.  Dynamic rights are applicable with sockets, too. Opening (or creating) a 
socket could dynamically make the user allowed to listen the socket and to connect it. 
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Further, when a user starts to listen the socket, a right to accept a connection effort would 
be further admitted.  One can also imagine that based on the origin of loaded mobile code 
or the source of incoming socket connections, further rights are dynamically admitted.  
Closing of a certain socket connection could be made to trigger a change in dynamic 
rights. 

In the context of sockets, there are some numerical limits that could be dynamically 
managed.  For instance, the number of sockets that are permitted to be created by a user 
may be limited.  However, there could be also situations in which this number could be 
increased or decreased. 

Summary.  There clearly appears to a lot of use cases requiring dynamic rights.  On 
the other hand, the situations do not seem to involve long chain of actions, those are 
mainly related to remembering some scalar value or set of items (e.g. file names). 

 
3.2 Web context 
In the web context, the concept of mobile code can be seen to include scripted pages 

as well as application related data files requiring the browser to start separate or 
embedded applications for them.  The latter includes e.g. Java class files, which are 
executed by an embedded virtual machine.  Considering the constantly appearing 
warnings concerning security vulnerabilities in web contexts, the possibility to apply MCC 
in this context is very appealing. 

The use cases in the web context resemble the formerly described examples, since 
although applications are executed with or within a web browser, the resources provided 
are practically the same as in the workstation context.  A mobile code may have rights to 
create e.g. processes, files and directories, and sockets.  In addition, it could be sensible 
to give rights to mobile code to create socket connection to the computer from which it was 
loaded, and possibly also some other rights to cooperate with that computer.  The web 
browser itself does not seem to contain additional resources, unless the maintained 
cookies are seen as such. 

At the moment, there seems to be interest to allow the dynamic management of rights 
in the web context. For instance, some support concerning dynamic rights has been 
already included in JVM (Java Virtual Machine) and its .NET counterpart CLR (Common 
Language Runtime). In Java, security package deals with the rights of mobile code. These 
rights are static as default, but since version 1.4, Java has also some limited support for 
dynamic rights.   

 
3.3 Mobile phone context 
Since the resource use in the mobile phone context is not free of charge and there 

are considerable restrictions for the use of resources (e.g. limited memory), the importance 
of secure device management is thus emphasized.  The leading mobile phone platform, 
Symbian OS, has already suffered from malware (e.g. Cabir virus and a trojan Mosquitos 
game) that have even been designed to dial high-pay phone numbers, and consequently 
cause financial losses for the phone user. 

The presence of the financial aspect in the mobile phone context makes it very 
important that a (mobile) application run in that context is guaranteed to be safe.  The 
Symbian OS uses microkernel structure and arranges all kinds of phone resources behind 
servers.  In principle, the servers can be used to deny the clients (actual applications) to 
make unwanted use of resources.  The PCC approach can be used to verify that an 
application does not use certain resources at all. 

MCC could be an interesting candidate to ensure safety particularly in this context, 
since it provides a lighter mechanism for checking code compared to heavy code proofs. 
In addition, it provides a way for the users to ensure that applications do not misuse the 
privileges that they have been given. 
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Except limitations concerning memory use, a user may be permitted to call only 
certain numbers, and have limitations concerning the number of SMS messages or phone 
calls and time to talk.  The SMS API could also be limited so that if an application has 
accessed user data, it cannot send SMS messages anymore without asking the user – to 
prevent eavesdropping. User data means images from the camera, mails and contacts etc. 

Power management could also be limited so that devices cannot be turned off unless 
they are idle, or needed by another device. Additionally, the number of times a device is 
turned off should be limited to prevent constant sleeping/waking behaviour.                 
File destroying should only be allowed, if they have been created by the application. 

One interesting question is how to define the rights (policy) of a phone. A hybrid 
model could be used, as in Symbian 9.x, where a basic set of rights could be suggested by 
the mobile phone vendor and/or other external party, and additional settings made by the 
user. A number of policies could be stored, and be activated/deactivated by the user at 
appropriate times. It might be convenient for the installation system to ask the user if a 
certain type of action (e.g. sending SMS messages) is allowed for an application, much 
like "blanket" permissions in Symbian 9.x. 

 
3.4 Digital TV context 
Digital television (DTV) has seen a change from proprietary to open middleware 

solutions during the last ten years. The change has brought with it the potential for a large 
developer base and consequently, a wide offering of interactive applications that can be 
run on digital set-top-boxes conforming to MHP (Multimedia Home Platform), OCAP 
(OpenCable Application Platform) or GEM (Globally Executable MHP) standards. [1] 

Traditionally, DTV has been a very carefully monitored platform due to the obvious 
requirement of robustness and safety for end-users. An increasing market of interactive 
applications can change this, however, mostly due to reduced testing per each application. 
At the same time, the number of features offered in these applications is not likely to 
decrease - on the contrary. 

MHP and OCAP already have a way of protecting broadcast (interactive) content by 
means of hashfiles, signatures and certificates. In addition, there is a way for applications 
to request special permissions, such as channel switching, connecting to the network and 
launching other applications. There is no way, however, for making sure an application 
does not misuse the privileges given to it. The only way, currently, for DTV operators to 
find if applications use special privileges in a responsible way, is rigorous testing and/or 
using a trusted vendor. 

MCC could offer a convenient way for the broadcaster and/or end-user to define a 
general policy for all applications that would be much easier to maintain than testing every 
application thoroughly. Below are some examples: 

Channel switching could be limited to only the channel where the application was 
originally launched from. In addition, applications that are auto-launched at startup and 
have no visibility on screen (and are thus not known to the user), should not be able to use 
channel switching at all. 

The return channel is crucial in many future applications, such as voting systems, TV-
shops, chatting services, games, etc. It should be limited in such a way that turning a 
digital television into a zombie junk mail sender should not be possible. This can be done 
by limiting the number of connections and number of packets/bytes transmitted per 
application. A very simple model would (e.g. one connection, less than 500 packets/100kB 
of data) work well for most applications needing only a very simple transaction to a remote 
server. 

Launching other applications could be limited in the following way: The number of 
launched applications could be limited, and the application should only be able to stop 
applications that it has launched. 
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Inter-application communication should only occur between applications that have 
had some sort of relationship earlier: launched from the same channel or the other 
application having been launched by the other. 
 

4. CONCLUSIONS 
We have studied the possibility to apply MCC in the workstation, web, mobile phone 

and digital-TV (MHP) contexts.  It is clear that the current situation regarding safely 
executing mobile code leaves a lot to improve.  We found out that in all of them, there are 
use cases, which would benefit from the ability of MCC to dynamically change execution 
rights of mobile code.  On the other hand, we also observed that the situations do not 
seem to involve long chains of actions (as is the original idea of MCC), but rather the MCC 
execution engine is required to remember some scalar value or set of items (e.g. file 
names).  This means that the extended finite state automata can be seen to consist only of 
one legal state, and a huge set of transitions back to that state (under certain values of 
remembered items and causing certain changes to them).  In this sense, the MCC 
approach is superior over PCC, since the code safety was seen to deal with quantity and 
other dynamic issues, and proving such properties in general with static analysis (PCC) is 
not possible. 
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